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M.G.M.’s COLLEGE OF ENGINEERING
DEPARTMENT OF COMPUTER SCIENCE & ENGINEERING

                                  ASSIGNMENT – I
   CLASS: B.E.(C.S.E)                    

                                                                 SUB: CRYPTOGRAPHY & NETWORK SECURITY

1. Explain five security services provided by X.800.

2. What are the security attacks? Explain with example active attacks and passive attacks.

3. Explain the model for network security and network access control.

4. Encrypt and Decrypt the message “cryptanalysis” using monoalphabetic cipher. Where key is                               “ W A X B Y C Z D L E M F N G O H P I Q R J S K V U T  ”.
5. What is one time pad? What are the difficulties to implement it?

6. Encrypt and decrypt the message “enemy approaching” using Playfair cipher. Where the key is “CRYPTOGRAPHY”.                                            

7. Encrypt and decrypt the message “cryptography and network security” using transposition cipher. Where the key is  3 1 5 2 4 7 6.

8. Encrypt and decrypt the message “william stallings” using Hill cipher. Where the key is  [image: image3.png]



9. What Data Encryption Standard? Explain general algorithm.

10.  Explain in detail single round of DES.

11. Explain modes of operation of DES. 

12. In DES ,

a. Expand the key “ F  9 E  8 D 7  C 6 B 5 A 4 0 3 1 2 ” into 4 sub keys of 48 bit using PC-1 and PC-2.

b. Show the output ciphertext  after one round  using key generated in above example  for the  plaintext “A B C D E F 0 1 2 3 4 5 6 7 8 9 ” 

13. What is traffic padding? What are the applications of it? 

14. Differentiate between link encryption and end-to-end encryption.

15. What is key distribution center?  Explain key distribution using symmetric cipher.

16. Explain the following terms with respect to DES

a. Avalanche effect     b.
Differential cryptanalysis     c.  Linear cryptanalysis       d.   Strength of DES
17. What is Advanced Encryption Standard? Explain general algorithm.
18. In AES, generate first and second round  keys from                                                                                                                           

                                          K = “A B C D E F 0 1 2 3 4 5 6 7 8 9 A B C D E F 0 1 2 3 4 5 6 7 8 9 ”
@@@@All the Best@@@@
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